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BBegeHue

MpuBeTcTBYeM Bac ¥ 6narogapum 3a npuobpeTeHne MporpaMMHbIX MPOAYKTOB KomnaHuu Indeed.
[aHHOe pyKOBOJCTBO OMUCLIBAET Crnocob HacTpoliku uHTerpauum cucteM Indeed-Id Enterprise
Authentication/Indeed Enterprise Single Sign-On ¢ cuctemon Microsoft Forefront Identity Manager (FIM)
2010 R2.

YcnoBHble 0603HauYeHus
B PykoBOACTBE MCNOML3YIOTCS Creaytowme yCrioBHble 0603HaueHns:

Q Ba)kHas uHdopMaums. Pasaenbl, coaepXxallme BaxkHyo MHopMauumto, Heobxoanmyto ansi
ycneLuHon paboTsbl.

; ), DononHutenbHasa uHgopmaums. Pazgensl, coaepkallume A0MNONMHUTENbHYIO MHPOPMaLIMIO.

O npoaykre Indeed-Id FIM Connector

Indeed-Id Enterprise SSO sBnsieTcs NporpaMMHbIM MPOAYKTOM, pellalowmM 3agayn single sign-on
CcUCTeM:

e yHMdMKaUMs npoueaypbl AOCTyMNa ANs KOHEYHbIX NMOMb30BaTeNen

e LEHTpanu3aums ynpasneHusi AOCTYNOM B pyKax it-cnyx6

e aBTOMaTM3aUMs Npoueaypbl BBOAA NMaposien B KOHEYHbIE MPUIOXEHNS
o u36aBnieHne nosb3oBaTenein oT HeOH6XOANMOCTU NMOMHUTbL MAPOK

BHeapeHue cuctembl single sign-on SBASETCS BaXKHbIM, HO Aaneko He €AMHCTBEHHBbIM LIaroM Ha nyTu
MOCTPOEHNS CUCTEMbI 3(PEKTUBHOIO YNpasBfeHnss AOCTYNOM. BaxkHylo ponb B 3TOM rnpouecce urpaet
MHTErpaums cucteMsbl single sign-on ¢ cuctemMol ynpaeneHns ydeTHbiMM aaHHbIMK (Identity Management
WnKn cokpatleHHo IDM).

KoHHekTop K IDM cucteMe no3BonsieT B aBTOMATUYECKOM peXUME CUHXPOHM3MPOBATb YYETHbIE AaHHbIE
nonb3oBaTenei B b/l cepeepa Indeed Enterprise Server. YueTHble AaHHble Co3Aat0TCs Npy nomowm IDM-
KOHHEKTOPOB M TYT Xe coxpaHsoTca B cucteme Indeed Enterprise SSO, u3baBnsis cOTpyAHWKa OT
3anoMMHaHNA 1 pyYHOro BBOAA Naposiei.

B [AaHHOM [OKyMeHTe W3M0XEeHbl BO3MOXHOCTM WHTerpaumm npoaykta Indeed Enterprise SSO ¢
cuctemont  Microsoft Forefront Identity Manager 2010 (FIM), a TaKke ONWUCbIBAOTCA OCHOBHblE
NpenMMyLLEeCTBa, NOTy4YaeMble 38 CYET COBMECTHOMO MCMOJIb30BaHMS YKa3aHHbIX PELEHMUM.

Llenu nnterpaumm Indeed-Id Enterprise SSO c FIM 2010

1. TloBblWweHMEe YPOBHS MHGOPMALUMOHHOM 6€30MacHOCTM KOMMaHUKM 3a CYET MOJSIHOM aBTOMaTM3aLmm
XM3HEHHOrO LUMKMa Maponer nonb3oBaTenen (Maponv CO34atoTCsl, M3MEHSIIOTCS M BBOASTCA
MOMIHOCTbIO B aBTOMAaTUYECKOM pexnMe, 6e3 yyactus nonb3oBaTesniel u agMMHUCTPATOPOB)

2. MuHMMM3aUMSA WaroB B NPeAOCTaBIEHNM U MOSTyYeHUM AOCTYNa COTpyAHMKaMmu. ocne 3aHeceHus
HOBOrO MOMb30BaTENs B WUCXOAHYD cuctemy (Hanpumep, HR-cucteMy) ¥ BbINOSHEHMS
CUMHXPOHM3auuM (B aBTOMaTMYECKOM peXUMe), Nonb3oBaTesb MosydaeT 6ecnaposbHbid AOCTYN BO
BCe HeobxoauMble eMy CUCTEMBI.
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3. B cnyyae ucCnonb3oBaHMs annapaTHbIX CPeACTB  ayTeHTUdMKaumu, BblHECEHMM —onepauuu
pobasneHns ayteHtudmkatopa B b1 Indeed-Id ESSO Ha cTtopoHy nopTana FIM (B pe3ynbTaTte yero,
yyacTue nonb3oBaTens, Kak NpaBuio, He TpebyeTcs).

Cxema uHTerpaumm Indeed Enterprise SSO c FIM 2010

PaccMoTpuM cxeMy paboTbl Ha nNpuMepe 6usHec-onepaunn NpUHATUS HOBOTO COTPYAHMKa Ha paboTy u
NCronb30BaHUs Ans ayTeHTuduKaumm npu gocrtyne k pabouvemy crony USB-kniouva. Becb npouecc
MO>XHO YCMIOBHO pa3fenuTb Ha 6 KPYMHbIX LWaros..
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1. CoTpyAaHvK oTAena KaapoB PEerMcTpupyeTt 3anvMcb O HOBOM COTPYAHMKE B CUCTEME yyeTa MnepcoHasna
(HR cucrema).

2. lMocne 3TOro, AaHHble O HOBOM COTPYAHMKE nonagatoT B 6a3y aaHHbiX FIM uyepe3 apantep k HR
cucTeme.

3. Ha ocHoBe 3T1oro cobbiTsi FIM BbINOMHSIET Onepaumio CUHXPOHM3aUmMK, co3aBas Ans Nosb3oBaTesst
YYETHbIE 3anncn BO BCEX MPUIOXKEHUSIX, COrMacHO AOMKHOCTU (6U3HEC-ponu) coTpyaHuka. Ons aaHHOW
onepauuM UCNosb3yTCs cneumanbHble aganTepsbl.

4. Indeed-Id Microsoft Forefront 2010 Connector Ha 3aKNOYUTENBHOM LUAre CUMHXPOHM3aUUU CO3aaeT
npodunb aoctyna cotpyaHuka B B[ Indeed-Id Enterprise SSO, konupys B HEro y4yeTHble AaHHble
nonb3oBaTens.

5. [lononHUTENbHO K Y4YEeTHbIM AaHHbIM nonb3oBaTtens, B 6a3e Indeed-Id ESSO, MoxeT 6biTb
3aperncTpMpoBaH annapaTHbI ayTeEHTUUKATOP Nonb30BaTeNs. TakuM ayTeHTU(MUKATOPOM, HanpuMep,
MoxeT saBnaTbcs USB-kntou (eToken, ruToken w T.n.). CepuiHbI HOMEpP KO4a COTPYAHWK
MH(OPMaLIMOHHON 6e30MacHOCTM 3aHOCUT Yepe3 MHTepdeic cneumwanbHon ¢opMbl Ha nopTane FIM.
CepuitHbil HoMep ktoda pernctpupyetcs B B[l Indeed-Id ESSO B kayectBe ayTeHTuUdMKaTOpa
COTPYAHMKA.

lpumeyarme: War 5 MoxeT 6biTb NPOMyLUEeH, ecnn ayTeHTUdUKauMs C UCNONb30BaHMEM K/OYa He
TpebyeTtcs (HanpuMep, COXpaHSIeTCa CTaHAapTHasl CXemMa BBOAA JIOMMH-MApons ydYeTHoM 3anucu Active
Directory).

6. Ha gaHHOM ware cOTpyaHUK MMeeT Bce Heobxoammoe ans pabotbl. Ansg foctyna K pabodemy crony
OH YKa3blBaeT UMsl CBOEIM AOMEHHOW YYETHOMN 3anucK, noaknodaet USB-kntou v BBoant PIN-koa Kntouya.
Mocne BbINONHEHUS ycrewHoW ayTeHTudmkaumn, Indeed-Id Enterprise SSO AreHT obecneuvBaer Ans
COTPYAHMKA NPO3payHbil JOCTYN BO BCE HEO6XoauMMble MPWUIOXKEHWSl, MOACTABASAS YYETHblE AaHHble
nonb3oBaTens B (OpMbl BXOAA B MPUIOXKEHMS.

Takum obpaszoMm, Indeed-Id FIM Connector peanusyeT cnegytowme @yHKUMK:

Co3paHue yyeTHon 3anucu Indeed-ID

Co3paHue n 3anonHexne npocduns ESSO yyetHou 3anmncn Indeed-1d
[ob6aBneHusi ayteHTUdUkaTopa (eToken PASS) ansi yueTHon 3anucy Indeed-Id
YnaneHnue yyeTHol 3anucn Indeed-Id n ee ESSO npocduns

HwnN =
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KoMmnoHeHTbl Indeed-Id FIM Connector

B coctaB moayns Indeed-Id FIM Connector BxoasaT cneaytowme KOMNOHEHTbI:

IndeedID.server.helper.dll n IndeedID.server.helper.host.exe — KoMnoHeHTbl, obecneunBatome
CcBS3b KOHHekTopa C Indeed-Id Enterprise Server. YctaHaBnuBaloTCa Ha paboudylo CTaHuuio C
KoMnoHeHTOM FIM Sync Service.

IndeedID.SSO.MA.dII, Interop.IndeedIDServerHelperLib.dll, Interop.IndeedIDServerHelperHostLib.dll
— KOMIMOHEHTbI, 06ecneynBatoLIMe BO3MOXHOCTb CO3/1aHus YYETHbIX 3anucei Enterprise SSO B
Microsoft Forefront Identity Manager. YcTaHOBKa BCEX KOMMOHEHTOB BbIMOSHAETCS Ha pabouyto
CTaHumto ¢ komnoHeHToM FIM Sync Service.

Indeed-Id Extended Security Provider — KOMMOHEHT, MO3BONAOWMIA YYaCTHMKAM Tpynnbl
6e3onacHoct Indeed-Id Enrolment Admins obyyaTb W yaanatb ayTeHTUdMKATOpbl N6bIX
nonb3oBaTesie, He BbINOMHAS BXoA B cucTeMy. YctaHoBka Indeed-Id Extended Security Provider
BbiNnonHsieTcs Ha Indeed-Id Server.

YcrtaHoBka koMnoHeHTOB Indeed-Id FIM Connector

MpenBapuTenbHble YC10BUSA Q)11 YCTAaHOBKU

Ans koppekTHoi yctaHoBku Indeed-Id FIM Connector AosmkHbl 6biTb BbIMONHEHbI CleaytoLme
TpeboBaHus:

e YcTaHoBneHbl 1 3anyLleHbl Bce ak3emnnspbl Indeed-Id Enterprise Server
e Ha kaxagom cepsepe Indeed ycTtaHoBneH Habop TpebyeMbix NpoBakaepoB ayTeHTUUKaLMK
Indeed-Id
e YCTaHOB/EHbI N HACTPOEHbI KOMMOHEHTLI ESSO:
o Indeed-Id ESSO Management Console Ha pabounx MecTax aAMUHUCTPATOPOB (C
HACTPOMKON LleNeBbIX NMPUNOXEHNIA)
o Indeed-Id ESSO Agent Ha pabounx CTaHUMSIX NONb30BaTENEN

NMopsaaoK yCTaHOBKM
YcraHoBka komnoHeHT Indeed-Id FIM Connector BbIMOMHAETCS B CNeAyroWeM nopsiake:

1.

YctaHoBka Indeed-Id Extended Security Provider Ha kaxabii Indeed-Id Server u co3gaHue rpynmbi
6e3onacHoctn Indeed-Id Enrolment Admins.

YcTaHoBKa M HacTporka komnoHeHToB Indeed-Id FIM Connector Ha cepeep FIM Sync Service.

Co3paHMe CepBMCHOM  y4yeTHOW 3anucyM, OT UMeHM koTopon 6yaer paboTaTb  CepBuUC
IndeedID.server.helper.host.exe n HasHauyeHne el npaB Indeed-ID Enrolment Admins u Indeed-ID
User Admins

CospaHue n HacTporika AreHTa ynpasneHus (Management Agent)

Indeed-Id FIM Connector



YcraHoBka Indeed-1d Extended Security Provider

[ns nony4eHus noapobHon MHbopMaummn obpatutech k PykoBoactBy no yctaHoBke Indeed-Id Extended
Security Provider.

YcTaHOBKa M HacTpoiika komnoHeHToB Indeed FIM Connector

Ans ycraHoBku IndeedID.server.helper.dll BbinonHuTe cneaytowme aencTems:
1. Ckonupyiute komnoHeHT IndeedID.server.helper.dll M3 katanora AucTpubytmBa Ha pabouyto
CTaHumio, rae yctaHosneH FIM Sync Service.

2. BbIiNnonHUTE perncTpaumio KOMMoHeHTa npy nomowm ytunutbl Windows regsvr32.exe. OTkponTe
KOMaHAHyto cTpoky Windows v BbINO/HUTE KOMaHAy:
C: | Windows | SysWOWG64 | regsvr32 IndeedID.server.helper.dll — nns 64-6utHbix OC

C: | Windows | System32 |regsvr32 IndeedID.server.helper.dll— nns 32-6utHbix OC

Ans yctaHoBku IndeedID.server.helper.host.exe BbinonHuTE cneayowme AeNCTBUS:
1. CkonupyiTe koMnoHeHT IndeedID.server.helper.host.exe u3 katanora aucrpubytnea Ha pabouyto
CTaHumo, rae ycraHossneH FIM Sync Service.

2. BbINONHUTE perucTpaumio KOMMoHeHTa. OTKpoWTe KOMaHAHyto cTpoky Windows v BbINoaHUTE
KoMaHay Buaa <nyTb K  KoMmnoHeHTy IndeedID.server.helper.host.exe>  -regserver.
NMpumMmep: C:\Users\Administrator\Desktop>IndeedID.server.helper.host.exe -regserver

HacTpoiite npaBa 3anycka M paoctyna k koMmnoHeHTy IndeedID.server.helper.host.exe. Ans 3Toro
BbIMOSIHUTE ClEAYIOLIME AENCTBUS:
1. OtkponTe ocHacTky Cny»6bl koMnoHeHTOB (Component Services) Ha pabouyeit CTaHUMK C
3apernctpmpoBaHHbiM koMnoHeHToM IndeedID.server.helper.host.exe.
2. Hangute B AepeBe 3apernCTpupoBaHHbI KOMMOHEHT: Cry»6bl koMnoHeHToB (Component
Services) -> Komnbrotepbl (Computers) -> Moi komnbtotep (My Computer) -> HacTtpoiika
DCOM (DCOM Config) -> Indeed-Id Server Helper Host.

3. Otkpoiite Bkaaky besonacHocTb (Security) B CBOMCTBax KOMMOHEHTa.

B pasgene PaspeweHuss Ha 3anyck M aktmBaumio (Launch and Activation Permissions)
AobaBbTe YYETHYK 3anncb MOnb30BaTesnsl, OT MMEHW KoTopoi pabotaeT FIM Sync Service u
onpepenvTe Ansi Heé paspelleHns Ha JlokanbHbIA 3anyck (Local Launch) n JlokanbHyro
akTuBaumio (Local Activation).

5. B paspene PaspeweHus Ha poctyn (Access Permissions) pnobaBbTe y4deTHYHO 3anucb
nonb3oBaTens, OT WMeHW KoTopo paboTtaeTr FIM Sync Service u onpegenute ansi Heé
pa3spelleHue Ha JlokanbHbl goctyn (Local Access).

6. Ckonupyinte komnoHeHTbl IndeedID.SSO.MA.dIl, Interop.IndeedIDServerHelperLib.dll u
Interop.IndeedIDServerHelperHostLib.dll un3 «katanora auctpubytvBa B  Kartanor
%ProgramFiles%\Microsoft Forefront Identity Manager\2010\Synchronization Service\Extensions.

Co3paHue cepBUCHOM YYETHOW 3anucu

Co3paiiTe  CepBUCHYHO YYETHYO 3anucb, OT WMEHW KOTopol 6yaer paboTaTb KOMMOHEHT
IndeedID.server.helper.host.exe. [ins 3TOro BbINONHUTE Cneayrowme AeUCTBUS:
1. Coszpante AOMEHHOro Nosib3oBaTesNs C MPOM3BObHLIM MMeHeM (Hanpumep, indeedFIMservice).

2. [obasbTe co3aaHHOro nonb3osatens B rpynnbl: Indeed-ID User Admins n Indeed-ID Enrolment
Admins.

3. 3anyctutb ocHacTky Cnyx6bl koMnoHeHToB (Component Services) Ha paboyen CTaHUMKM C
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3aperncTpupoBaHHbiM kKoMnoHeHToM IndeedID.server.helper.host.exe.

4. HanawuTe B AepeBe 3aperncTpupoBaHHbIM KOMMOHEHT: Cny»6bl koMnoHeHToB (Component
Services) -> KomnbroTepbl (Computers) -> Moi komnbrotep (My Computer) -> HacTpoika
DCOM (DCOM Config) -> Indeed-Id Server Helper Host.

5. Otkporte Bknagky YpocroBepeHue (Identity) B CBOMCTBax KOMMOHeHTa, Bblbepute
VkasaHHbI nonb3oBaTtesib (This User) u yKaXxuTe Y4YeTHylO 3anucb MOSb30BaTENS,
CO34aHHY0 B . 1.

Co3paHue n HacTpoMka AreHta ynpasnenusa (Management Agent)

YKaszaHusa no HacTpomnke AreHTa ynpaBfieHus:
1. 3anyctute Synchronization Service Manager u nepenauTe B pa3aen Management Agents.
2. B meHio Actions Bbibepute nyHKT Create.
3. B okHe co3gaHust Management Agent B pasaene Create Management Agent BbinonHuTe
cnepytowiee (PucyHok 1):
a. B cnucke Management agent for Boibepute Extensible Connectivity;
b. 3agaiite M Management Agent 1 onucaHue;
c. B cnucke Architecture Bbibepute Process;
d. HaxxmuTe Next.

'S Create Management Agent X

Management Agent Designer

= Create Management Agert
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With this management agent. you can synchronize or manage passwords in a
connected data source by developing connected data source extensions and
& Format password extensions. See the Developer Reference for more information.
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Diefir Description:
Configu Filte: ﬂ
e =
Architecture:
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¥ Fun this management agent in a separate process
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PucyHok 1.

4. B okHe co3gaHusa Management Agent B pasgene Configure Connection Information BbinonHuTe
cnepytrowiee (PUcyHok 2):
a. B cnucke nopaepxxuBaeMbix nHTepdencos Boibepute Import and Export;
b. B kauecTBe TMNa pexuma akcnopTa BbibepuTe Call-based;
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c. YkaxuTe cpainn IndeedID.SSO.MA.dII (BxoanT B cocTaB auctpubytnea Indeed-Id FIM
Connector) B none Connected data source extension name;
d. HaxmMuTe Next.

! Create Management Agent

Configure Connection Information

Management Agent Designer
Create Management Agert
= Configure Connection Information
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To create 8 management agent for extensible connectivity you must specify the
interfaces and export modes supported by the management agent. For maore
information about the specific requirements for creating a management agent for
extensible connectivity, see the Synchronization Service help.

Specify the interfaces supported by this management agent:
¥ |mport and Export
™ Import
" Export

Specify the export mode supported by this management agent:
 Callbased

" File-based
Connected data source extension name:

X

|IndeedID.S 50 .MAdI

Browse. .. I

Connection information

Connect Ta: I
ser: I
Passward: I
< Back |  Nex > Cancel Hep | v
3
PucyHok 2.

5. B okHe co3gaHuns Management Agent B pasgene Configure Global Parameters BbinonHute
HaCTPOWKy cneayowmx napameTpos (PucyHok 3):

a. Nytb K

3K3eMnNapy

CUCTEMBI Indeed-Id B

MapameTp: rootPath.

3HayeHue:

CTpOKa,

cogepxallass nyTb K 3K3eMnnspy cuctembl (Hanpumep,

IOMEHE.

ans

ak3emnnsipa cuctembl Indeed-Id B kopHe aomeHa indeed-id.local 3HaveHvne napameTpa
rootPath 6yaet dc=indeed-id,dc=local). SiBnseTtca obs3aTenbHbIM NapaMeTpoM.

b. UneHTndmkatop nposaigepa, AN  KoToporo 6yaeT aBTOMaTUYECKkM 06y4yaTbes
ayTeHTudukaTop nonb3oBaTens (Ha [AaHHbIN  MOMEHT MOAAEPXKMBAETCA  TOJIbKO
npoBaiiaep eToken Pass).

MapameTp: providerld.
3HayeHne:  EAS588135-CED1-4922-B640-924C94A91904. Sensetca  obs3aTesibHbIM
napameTpoM.

C. IMs KOMNaHWM, MCNonb3yeMoe B MMEHM KOHTEMHepa ak3emnnspa cuctembl Indeed-Id B
[AOMeHe (Ansa cnydasl, Koraa 3K3emnisp CUcTeMbl co3gaH B ¢opmate company\product).
MapameTp: companyName.
3HauyeHue: CTpoKa C MMeHeM KoMnaHum (Nycras CTpoKa B Cllydae 3K3eMnnsipa CUcTembl C

nmeHem Indeed-ID).

Indeed-Id FIM Connector
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d. IMs1 npoayKkTa, ncnonb3yeMoe B UMEHWN NOAKOHTENHEPa 3k3eMnnisipa cuctembl Indeed-1d B
AOMeHe (ansa cny4asl, Koraa 3K3eMnisp CUCTeMbl co3aaH B ¢opMate company\product).
MNapametp: productName.
3HaudeHue: CTpoKa C MMeHeM npoayKTa (B Cly4vae aK3eMmnsipa cMcTeMbl C MMeHeM Indeed-
ID, 3HaueHue napameTpa cneayet 3aaatb Indeed-ID).

e. 3axsaTt nuueH3unm Indeed-Id Windows Logon.

MapameTp: takeLfwLicense.
3HauyeHue: 1 — 3axBaTblBaTb, 0 — HeT.
f. 3axeaTt nuueH3uun Indeed-Id Enterprise SSO.
MNapameTtp: takeEssolLicense.
3HauyeHue: 1 — 3axBaTblBaTb, 0 — HeT.

g. BknroyeHue onuum "MeHepnpoBaTb CiydalHbi naposnb Active Directory".
MapameTp: generateRandomPassword.
3HayeHue: 1 — reHepupoBatb, 0 — HeT.

i Create Management Agent x|

Management Agent Designer Corfigure Global Parameters

Create Management Agent
Corfigure Connection Information
= Configure Global Parameters

Specify parameters for the connected data source extension.

Parameters:

Select Template Input File

Corfirn XML File Format MName | Value | Encrypted |

j- T root Path dc=indeed4d.dc=local Mo

Delimited Text Forma providerld EARBB135-CED1-4522-B640-924C54... Mo

C miat comparyMame Mo

. product Mame Indeed-ID Mo

- takelfwlicense 1 Mo
takeEssolicensze 1 Mo
generate Random Password 1 Mo

<Back | Net> | Cancel Help

PucyHok 3.

6. B okHe co3gaHua Management Agent B pasgene Select Template Input File BbinonHuTe
cnepytowiee (PucyHok 4):
a. Ykaxute nyTb Ao darna scheme.txt (Bxoaut B coctaB auctpubytmBa Indeed-Id FIM
Connector) B none Template Input File;
b. BbibepuTe Unicode B kavectse Code Page;
c. Ykaxute AVP B kadectBe File format;
d. HaxmuTe Next.

Indeed-Id FIM Connector
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! Create Management Agent El

Management Agent Designer Select Template Input File

Create Management Agent Provide a template input file to specify the schema for the management agent. This
Configure Connection Information will also determine the code page and file format for the intermediate input and
Corfigure Global Parameters e
= Select Template Input File
Confirm XML File Format
Template Input File: |C:\scheme ba Browse. .. I
Code Page: I Unicode j
- File format: IN""IP j
¢ Back Next > Cancel Hep | v
o

PucyHok 4.

7. B okHe co3gaHua Management Agent B pasaene Configure Attributes BbinonHWTeE cneayoLlee:
a. HaxxmuTe kHornky Set Anchor... 1 BbibepuTe B KauecTse sKopst aTpubyT id;
b. Haxxmute kHonky Advanced.... B oTkpbiBwemcs okHe B pasgene Define object class

BblbepuTe onumio Object class attribute n ykaxuTte atpubyt objectType B Kauectse
onpefensowero atpubyta. Haxmute OK (PucyHok 5a).

Indeed-Id FIM Connector
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x

— I Input file contains a LDAP distinguizhed name
Distinguished name attribute: Ii'j j

— Define obect class
™ Fixed object type value

Ipemnn

¥ Ohject class atirbute

— Define change type attnbute
Change type attnbute: I Nane j
Modify: [Modify
Add: [Add
Delete: IDelete

— String Normalization

Changes to be applied to the values of all string attnbutes exported
through direct export attribute flow mappings.

[T Convert lowercase characters to uppercase
[~ Replace accented characters with non-accented vaniants

ok | Cancel Hep |

PucyHok 5a.

C. Bbibepute atpnbyT userRef n Haxxmmute kHonky Edit...
d. B OTKpbIBLUEMCS OKHE U3MeHuTe TUN aTpubyTta co String Ha Reverence (DN). Haxxmute OK
(PucyHok 5b).

Indeed-Id FIM Connector
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Mame: Sample attribute:
IuserHe‘f IuserHef
Type:

Reference (DM) [T Attribute is muti-valued.

ok | Cancel | o Hep |

PucyHok 5b.

e. Haxmute Next (PucyHok 5¢).

! Create Management Agent El

Management Agent Designer Configure Atributes
Create Management Agent Attributes:
Configure Connection Information
Corfigure Global Parameters .I‘-.Iame I T:'?E I me I
Select Template Input File - i Strfng o
_ ] object Type String Mo

= Configure Attributes olp_sn String No
Map Object Types application Mame String Ma
Define Object Types userMame String Mo
Corfigure Connector Filter userRef Reference (DN) MNao
Configure Join and Projection Rules
Corfigure Attribute Flow
Corfigure Deprovisioning
Corfigure Bxtensions

Mew... Edit... Delete
Configure special attnbutes
set Anchor.. | [d
Advanced... |
Code page: Unicode 1200 Change Code Fage... |
< Back Mest = Cancel Help
W
PucyHok 5c.

7. B okHe co3gaHua Management Agent B pasaene Map Object Types HaxxmuTe Next.
8. B okHe co3paHus Management Agent B pasaene Define Object Types Haxxmute Next.

Indeed-Id FIM Connector
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9. B pa3genax Configure Connector Filter, Configure Join and Projection Rules, Configure Attribute
Flow, Configure Deprovisioning BbINOMHATE HACTPOWKM B COOTBETCTBUM C  MJIQHOM
MCNONb30BaHNSA/KOHHEKTOPA B Ballen MH(PACTPYKType.

10. B okHe co3gaHms Management Agent B pasgene Configure Extensions BbIMONHWUTE cneaytollee
(PucyHok 6):

a. Bblbepute onumio Enable password management.

b. Ykaxwute IndeedID.SSO.MA.dIl B kavecTBe Extension name.
C. Bblbepute onumio Set only.

d. Haxmwute Finish.

! Create Management Agent

Management Agent Designer

Corfigure Bxtensions

Create Management Agent

Corfigure Connection Information

— Catfigure riles extension fior the management agetnt

Rules extension name:
Corfigure Global Parameters Select..

Select Template Input File I | Bun this rules extension in 2 separate process

i

Configure Atributes

— Passwaord management

¥ Enable password management

Map Object Types
Define Object Types
Corfigure Connector Filter Extension name: ||ndeedID S50 MAdI Select.

Configure Join and Projection Rules

Configure Mtibute Flow Connection information for password extension: Saﬂil
Corfigure Deprovisioning Supported password operations:
= Corfigure Bxtensions % Set only " Change only " Set and change
Password synchronization target settings: Settings...

Configure partition display name(s): it

¥ Enable merging "Pending Export” and "Export in Progress"

i

< Back | Fish |  Cancel Help

PucyHok 6.
OnucaHue cxeMbl faHHbIX KOHHekTopa (¢pann scheme.txt).

1. ATpubyT objectType onpeaenseT Tmun obbekTa. MOXET UMETb 3HaYeHue user unm ssoaccount.

2. objectType:user — o06bekt nonb3oBatens Indeed-Id. [MpuBsA3bIBaeTcs K AOMEHHOMY
nonb3oBaTento no ero SID uepes aTpubyT id.
ATpubyTbi:

e id — SID yueTHoM 3anucK nonb3oBaTens B Active Directory. ®opmat String. 3anonHsieTcs Ha
ctopoHe FIM. Obsa3aTenpHoe none.
e otp_sn — cepuiiHbin HoMep eToken PASS. ®opmart String. HeobsizatenbHoe none.

3. objectType:ssoaccount — 06bekT yyeTHOM 3anucu npunoxeHus SSO. [lpuBsi3biBaeTca K
06bekTy user. CBs3b peannsoBaHa yepes3 aTpmnbyT userRef. K ogHoMy 06bekTy user MOXeT 6biTb
NpUBS3aHO HECKOMbKO ssoaccount.

e id — naeHTUdUKaTOp SSO yyeTHOM 3anucK, 3anoSHAETCS KOHHEKTOPOM B MOMEHT CO3/aHus
obbekTa. ®opmart String.
o applicationName — naeHTudnkaTop npunoxeHuns B cucreme. ®opmart String.

Indeed-Id FIM Connector




e username — VMs Nonb30BaTeNs ANs yY4ETHOM 3anucy npunoxeHus SSO. dopmat String.
o userRef — Reference DN, ccbinka Ha 06bekT nonb3oBaTtens (user), Ans KOToporo 6yaer
Co37aBaTbCsa y4yeTHas 3anucb SSO. ®opmaTt Reference DN.

C60p nporpaMMHbIX JIOroB

Hanuune nporpamMHbix noroe Indeed-Id nossonsieT cneuvanuctam cnyxbbl NOAAEpPXXKM OnepaTUBHO
NIOKANIM30BaTb NMPUUMHBI BO3MOXHbIX NMPOBMEMHbIX CUTyaUuii U NPUHSATL Mepbl K UX yCcTpaHeHuto. Coop
MPOrpaMMHbIX JIOroB OCYLLECTBNSETC ¢ nomolbto yTunuTel Indeed-Id GetlLog, noctaBnsiemon B coctase
peweHnsi Indeed-Id. [na nonyyeHns noapobHon wHdopMaumm obpaTuTecb K  PykoBoacTBy
nonb3oBatens Indeed-Id GetLog.

Indeed-Id FIM Connector
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