O kxoMnmanuu

Nuann — poccuiickuii pa3pabOoTUYMK KOMIUIEKCA PEIIeHU B 00JacTH 3allUThl aliJICHTHTH.
[Iponykrsl Munup yxxe 6osee 17 ner BHeApsIoT kpynHeimue komnanuu u3 Poccun u CHI,
paboTaromiie BO BCeX 0Tpacisax SKoHOMUKH. [IporpaMMHoe obecrieueHre BKIIOYEHO B PEECTP
Munmudpsr (peectp poccmiickoro I1O, panee — peectp MHHKOMCBS3HM), MOJXOIUT IS
BBIIIOJIHEHUS] TpeOOBaHUI MPOrpaMMbl UMIOpPTO3aMelleHus, NpuHATO B PD, u momoraer
COOITIOIATh TIOJIOKEHUS Pa3IMYHBIX HOPMATUBHO-IPABOBBIX aKTOB B chepe MHPOPMAITMOHHON
0e30macHOCTH (ToCyIapCTBEHHBIX cTaHnapToB, noctanoBieHnid ®CTIK u apyrux momgoOHbIX
JTOKYMEHTOB). MIHuA caMocTosITeNbHO pa3padaThiBaeT BCE CBOM MPOJIYKTHI HA TEPPUTOPUU
Poccuiickoit ®eneparuu. Caiit kommanuu: indeed-id.ru. IlItab-kBaptupa: r. Mocksa, Poccusi.

IMpoaykrsl u cepBuchl Uuamna

IMpoaykT/ cepBuc

3amayn, KOTOPbIe MOKHO PELIUTH ¢ TOMOIIbIO
NpoayKTa/ cepBuca

Indeed Privileged Access
Manager (PAM) —
KOHTPOJIb JOCTYyIIa
MIPUBUIICTUPOBAHHBIX
IIOJIB30BATEIICH

® 3AlIUTUTH NPUBUIETUPOBAHHBIE YUETHBIE 3aMUCU
OT HECAaHKLIMOHUPOBAHHOTO JIOCTYIIa

® OpraHu30BaTh ayJUT pabOThI aIMUHUCTPATOPOB
CUCTEM
KOHTPOJIMPOBATh JOCTYI MOAPSTYUKOB
3aMMChIBaTh ACUCTBUS IPUBUIETUPOBAHHBIX
M0JIb30BAaTENeH U pacciae0BaTh KUOSPUHIIUACHTHI

Indeed Access Manager
(AM) — ynpaBienue
JTOCTYIIOM K IU(POBBIM
aKTHBaM KOMIIAaHHH C
BO3MO>KHOCTBIO
MHOTO(aKTOPHOU
ayrentudukanuu (MFA)

® [IOCTPOUTH CUCTEMY LEHTPAIU30BAHHOTO
yIpaBJICHUS JOCTYIIOM

® 3aMEHUTH ITPOCTHIC APOJIU HA MHOTO(AKTOPHYO
ayreHTudukanuio (SMS, ogHOpa30BBIE TAPOJIH,
PUSH-yBenomieHus, anmapaTHbie CMapT-KapThl U
TOKCHBI)

® 3AlUTUTh YIAJIECHHBIM 1OCTYN COTPYAHUKOB K U T-
pecypcam

e 00BeaMHUTH Joruueckuii qoctymn k UT-cuctemam
U GU3NYECKUHN JOCTYI B IOMEIICHUS

Indeed Certificate
Manager (CM) —
HECHTPAJIN30BaHHOC
YIIPpaBJICHUC KU3HCHHBIM
IIUKJIIOM KIIFOYECBBIX
HOcUTeNel U CepTUDHUKATOB

e aproMaTH3upoBarh yrnpasieHue PKI u cokpatuth
3aTpaThl Ha €€ COMPOBOXK/ICHHE

® BHEIPHUTH AYTCHTU(UKAIUIO 110 IIUPPOBBHIM
cepTh(HKaTaM Ha CMapT-KapTax U TOKCHAX WIN
0e3 HuX

® OpraHu30BaTh BHYTPEHHHI IEKTPOHHBIN
JOKYMEHTOO0O0pOT



http://indeed-company.ru/

BectH yuer CK3MU cormacHo TpebGoBaHMsIM
pEerymnaTopos

Indeed Identity Threat
Detection and Response
(ITDR) — xoMrutekcHast
3a1uTa UHPPaCTPYKTYpHI
Al ICHTUTH

YIPaBJIATh alIGHTUTH U MUHUMU3UPOBATh PUCK
KOMITPOMETAIH JTaHHBIX

BBISIBJISITH COBPEMEHHBIE aTaKH Ha
UH(QPACTPYKTYpY aliICHTUTH 32 CUET
HENPEepPhIBHOIO MOHUTOPHUHTA COOBITUH 3ampoca
JIOCTYTIa B peaJibHOM BPEMEHU

MI'HOBEHHO pearupoBaTh B cllyyae OOHapyKEHHUS
YTPO3BI

BOIUIOTUTH MPHUHIUII “OJHOTO OKHA’ JJIst
peanuzannu MFA u 1pyrux mep 3aiiuTsl JOMEHOB
U cUCTeMa ayTeHTU(UKALUU

peanuzoBatb MFA HOBOro nokosienus 6e3
YCTaHOBKH areHTOB

Octopus Identity
Management (IdM) —
LHECHTPAIN30BAHHOC
yIpaBJI€HUE IPUBUIIETUAMU
1 TOCTYIIOM K IIU(PPOBHIM
dKTHUBaM KOMIIaHNH

KOHTPOJIMPOBATh KU3HEHHBIN LIUKJI JOCTYIa BCeX
M0JIb30BaTeNe KO BCEM CUCTEeMaM KOMITAaHUU Ha
BCEX 3Tamax paboThl

HEHTPaIN30BaHHO YIPABISTH IPUBUIIETUAMU
MOJIb30BaTEIEH

YCKOPUTH BblIady MpaB JOCTYyIa COTPYAHUKAM
peIoTBPAIaTh HECAHKIIMOHUPOBAHHOE
M3MEHEHHE HAaCTPOEK J0CTymNa

BearPass — 6e3omacHoe
XpaHEHUE U
aJIMUHHCTPUPOBAHUE
KOPIOpPaTUBHBIX MMApOJICH U
JIPYrUX CEKPETOB

XpaHUTh KOPHIOPATUBHBIC MTAPOJIH U APYTHE
CeKpeThl 6€30MacHBIM CIIOCOO0M
LHEHTPAIM30BAHHO YIPABJIATH JOCTYIIOM K
KOPIIOPAaTUBHBIM CEKpeTam

ABTOMATHUYECKH T€HEPUPOBATH CI0KHBIE
YHUKaJIbHbIE ITapou A1 Kaxaou U T-cucremsl
MOJKIIIOYUTH ABYX(PAKTOPHYIO ayTeHTU(PUKAITIIO
JUIsL TIpyJioskeHui ¢ noanepsxkkoi TOTP,
6uomerpun (Face ID, Touch ID) u annapaTHbIx
TOKECHOB

Cepsuc Indeed MFA —
yCUJIEHHAs 3aluTa
KOPHOPaTHUBHBIX TAHHBIX

3HAYUTEIHHO MOBBICUTH 0€30IaCHOCTh
KOPIIOPATUBHBIX PECYPCOB C MOMOIIIBIO
MHOT0()aKTOpHOU ayTeHTU(HUKAIIIH




C MCIIOJIb30BaHUEM ® 130eXaTh CI0KHBIX MPOLEYpP Pa3BEPTHIBAHUS B

00JIaYHBIX TEXHOJIOTHI cobOcTBEeHHOM HH(PpACTPYKTYype
MHOTO(]aKTOPHOM ® [IOJKIIOYUTH KOHEUHBIX MOJIb30BATENCH
ayTeHTU(UKAITIH (coTpyaHukoB) B TeueHue | yaca

® CHHM3UTH KAIIMTAJIbHBIC 3aTPAaThlI HA oOecrieyenue
Wb 3a cuer ux nepesoja B pazpe3 OPEX




